Limited Executive Summary

The aim of this assessment was to enhance the protection of sensitive data held by the
company. Below are some of the vulnerabilities that were identified during the test:

FTP server allows anonymous logins.

HTTP used for website traffic.

Anyone on the network is allowed access to the staging server.

In production, the username parameter is vulnerable to XSS attacks.
In staging, the username parameter is vulnerable to SQLi attacks.
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The fixes to these vulnerabilities are as follows:
Disable FTP Anonymous Authentication
2. Switching to HTTPS
3. Add firewall rules so that the staging server can only communicate with company
employees.
4. Sanitize username input and use CSP.
5. Use prepared statements with parameterized queries

Overall, the average security score of the organization is 7 because there are some very
important security flaws to be addressed.

Introduction

The primary objective of this penetration test is to assess the susceptibility of company assets to
unauthorized access and to aid the company in enhancing its security posture through
actionable guidance. An external penetration test of the network, an external penetration test of
the web applications, and an internal penetration test of the company network (if access is
obtained) will be conducted.

The parties involved in the test and their contact information is outlined here:

Position Contact Information

Principal Penetration Tester  Areej Ali areejal32000@gmail.com

The timeline of the penetration test will be as follows:

Phase of penetration test Date

Pre-engagement interactions 3 days
Intelligence gathering 1 week
Threat Modelling 1 day
Vulnerability Analysis 1 week
Exploitation 1 week

Post Exploitation 1 week
Reporting 3 days

The cost of the penetration test will be $4000.



Scope

Targets include all internet facing hosts, services, and web applications. The internal network
can also be made subject to the penetration test if access is obtained.

As outlined by the company, the following items are out of scope:

Vendor-hosted VPN provider
Physical penetration test

Existing NBN Subs and BP accounts
Distributed Denial of Service attacks

Rules of engagement will be determined in the pre-engagement interactions.

Methodology

Testing

The types of tests that will be carried out are as follows:

1. External Network Pen Testing
« Allinternet facing hosts and services
2. External Web App Pen Testing
+ Allinternet facing web applications
3. Internal Network Pen Test
« If penetration tester can gain internal network access
Steps

The steps followed in this penetration test are based on the Penetration Testing Execution
Standard (PTES)

1. Pre-engagement interactions

This will allow the penetration tester to gain further details about the test. Some questions to
be addressed include the following:

a.
b.

What is in/out of scope (e.g., social engineering)

Confirm what equipment is owned by the company (e.g., the DNS server, the email
server, the hardware on which the web servers run, firewall/IDS/IPS)

Confirm the dates and times (after hours, during weekends) during which it is acceptable
for the penetration tester to engage in port scanning, enumeration, and exploitation

Ask if the penetration test is being conducted to meet a specific compliance requirement

2. Intelligence gathering

Intelligence gathering can be further separated into roughly three steps. The steps are as follows:

a.

OSINT and recon-ng to obtain list of users, emails



b. Determine domains and network blocks owned (WHOIS lookup, BGP looking glass,
recon-ng)

c. Port scanning (with Nmap) and banner grabbing to obtain information about which
applications, hosts, and services are being run. Shodan will be used to identify
further services

3. Threat Modelling

Threat modelling is done to determine which assets hold the most importance to the company
and what threat actors could be looking for. It provides additional context to determine the risk
score in later steps. Threat modelling can be further divided into the following four steps:

Get company documents outlining policies, plans, and procedures
Identify assets and determine rank them in order of importance
Identify threat actors and categorize them by capability

Determine likely targets of relevant threat actors

oo oTw

4. Vulnerability Analysis

a. Look through port scanning output (generated by nmap) to manually determine if
there are any other services that could be vulnerable.

b. Look through the metsploit framework to see if any of the services running have
any published vulnerabilities.

c. Look through exploit db to see if any of the services running have any published
vulnerabilities.

d. Determine if hydra can guess client passwords

e. Examine web applications for vulnerabilities like SQL injections, XSS, CSRF, and more
(manually and through automated tools like zaproxy).

5. Exploitation

This phase of the penetration test will focus on bypassing security.

6. Post Exploitation

This phase will focus on determining whether the machine compromised can lead to a
compromise of a valued asset of the company. Furthermore, the penetration tester will look
to maintain control of the machine compromised for future use.

7. Reporting

The results of the penetration test are recorded.



Risk Scoring Methodology

Risk is determined by considering the factors of likelihood and impact (Risk = Likelihood *
Impact). The following table incorporates likelihood/ease-of-exploitation (easy, moderate, or
requiring social engineering) and the resulting impact (usually being a compromise of company
assets), to assign a score indicating the severity of the security flaw.

The following table and CVSS V3 score ranges will be used to assess risk:

CVSS Score Range Severity Definition
9-10 Critical Exploitation is easy and attacker gains full control of a

system. This control gives them access to company
assets. Should be patched immediately.

7-8.9

High

Exploitation is more difficult, but elevated privileges
can be obtained, and company assets could be
compromised. Should be patched as soon as
possible.

4-6.9

Moderate

Exploitation can be achieved, but social engineering
is required. It is recommended that higher priority
security flaws be addressed first.

0.1-3.9

Low

The vulnerability is not exploitable because of the
way the system is set up or other security controls
that are in place. It is recommended that these be
solved whenever maintenance is done in the future




Findings

My findings are listed below:

1. FTP server allows anonymous logins (CVSS Score: 9)
I.  How this was discovered and exploited
on the web server

First, | ran nmap to see what services were running

One of the things | noticed was that an ftp

root@kali: ~

service was running on port 9001.

File Actions Edit View Help

flag " flag3

ftp 10.10.0.66 9001
C 10.10.0.66.

We can try logging into ftp anonymously. Specifically, by passing in “anonymous” as the
username and anonymous@gmail.com as the password. Ftp will allow access. Now, we
can use the “Is” command to see what is inside the directories. As you can see, there is
a flag3 file inside “gibson”. We can download this file. If we look at what is inside flag3,
we see the following:
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The Deliverator belongs to an elite order, a hallowed subcategory. He's got esprit up to here. Right now, he is preparing to carry out his third mission of the night. His uniform is black as activa
light out of the air. A bullet will bounce off its arachnofiber weave like a wren hitting a patio door, X perspiration wafts through it like a breeze through a freshly napalme
suit has sintered armorgel: feels like gritty jello, protects like a stack of telephone bo

When they gave him the job, they gave him a gun. The DC

styled

lightweight, the kind of gun a fashion designer would carry; it fires teensy darts that fly at five times the velocity of an SR-71 spy plane, and when you get done using it, you have to plug it into the cigarette lighter,
because it runs on electricity.

al, filtering the ver
forest, where his body has bony extremitie:
liverator never deals in cash, but someone might come after him anyway-might want his car, or his cargo. The gun is tiny, ace

The Deiverator never pulled that gun in anger, or in fear

Burbclave, wanted themselves a delivery, and they didn't want to pay for it. ght the

impress the Deliverator with a ba r doohickey on that poised Louisville Slugger, fired it. The recoil was imme as though the weapon had blown up in his hand. The middle
third of the baseball bat turned into a column of burning sawdust accelerating in all directions like a bursting star. Punk ended up holding this bat handle with milky smoke pouring out the end. Stupid look on his face. Didn't
nothing but trouble from the Deiverator.

since then the Deliverator has kept the gun in the glove compartment and relied, instead, on a matched set of samurai swords, which have always been his weapon of choice anyhow. The punks in
so the Dcliverator was forced to use it.

He pulled it once in Gila Highland

some punks in Gila Highlands, a fan
eball bat. The Deiverator took out his gun, centered its la:

get
But swords need no demonstrations.
The Deliverator’s car has enough potential ener

Gila Highlands weren't afraid of the gun,
polished sphincters

packed into its batteries to fire a pound of bacon into the Aster b beater, the Deliverator's car unloads that power through gaping, gleaming
when the Deliverator puts the hammer down, 13%$ happens. You want to talk contact patches? Your car's tires have tiny contact patches, talk to the asphalt in four places the size of
car has big sticky tires with contact patches the size of a fat lady's thighs. The Deliverator is in touch with the road, starts like a bad day, stops on a peseta.
9Why is the Deliverator so equipped? Because . He is a roll model. This is America. People do whatever the !a#$ th
guns and no one can !#$ing stop them. As n one of the worst economies in the world. When it g
things have evened out, they're making
3

d Belt. Unlike a bimbo box or a

our tongue. The Deiverator's
feel like doing, you got a problem with that? Because they have a right to. And because they have
ts down to it-talking trade balances here-once we've brain-drained all our technology into other countries, once
cars in Bolivia and microwave ovens in Tadzhikistan and selling them here-once our edge in natural resources has been made irrelevant by giant Hong Kong ships and dirigibles that can ship North Dakota all the way to New Zealand for a
nickel-once the Invisible Hand has taken all those historical inequities and smeared them out into a broad global layer of what a Pakistani brickmaker would consider to be prosperity-y'know what? There's only four things we do better
than anyone else

microcode (software)
high-speed pizza delivery

The Deiverator used to make software. Still does, sometimes. But if life were a mellow elementary school run by well-meaning education Ph.D.s, the Deliverator
harder on his cooperation skills.”
So now he has this other job. No brightne:

0 : The Deliverator stands tall, y

file a class-action suit. The Deliverator has b nure by his standard

Oh, they used to argue over times, many corporate driver-years lost to it: homeowners, red.faced and sweat glowing yellow doorways brandishi
seikos and waving at the clock over the kitchen sink,
Didn't happen anymore. Pizza delivery a major industry. A managed industry. People went to CosaNostra Pizza University four years just to learn it. Came in its doors unable to write an English sentence, from Abkhazia, Rwanda,
Guanajuato, South Jersey, and came out knowing more about pizza than a Bedouin knows about sand. And they had studied this problem. Graphed the frequency of doorway delivery-time disputes. Wired the early Deliverators to record, then
analyze, the debating tactics, the
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s report card would say: "Hiro is so bright and creative but needs to work
creativity involved-but no cooperation either. Just a single principl ur pie in thirty minutes or you can have it free, shoot the driver, take his car,
n working this job for six months, a rich and lengthy t , and has never delivered a pizza in more than twenty-one minutes.

with their own lies, stinking of Old Spice and job-related stress, standing in their
I swear, can't you guys tell time?

their

voice-stress histograms, the distinctive grammatical structures employed by white middle-class Type A Burbclave occupants who against all logic had decided that this was the place to take their personal Custerian stand against all
that was stale and deadening in their 1 were going to lie, or delude themselves, about the time of th

ir phone call and get themselves a free pizza; no, they deserved a free pizza along with their life, liberty, and pursuit

In this text, there is the following flag: flag3{brilliantly_lit_boulevard}. According to the
contract, this is sensitive data. Thus, this is an important vulnerability.

Rationale behind CVSS Score

The rationale behind this vulnerability’s score is that it is very easy to execute this attack
and it allows the attacker access to sensitive data.

How to fix

To fix this, the company would need to disable FTP Anonymous Authentication. This can
be done by following the outlined steps:

1. From the Internet Information Services (lIS) Manager, go to the Connections pane.
2. Now, expand Sites and then click on the site name.

3. Click on the FTP Authentication feature, select Anonymous Authentication, and
disable Anonymous Authentication in the Actions pane.



2. HTTP used for website traffic (CVSS Score: 8.9)
I.  How this was discovered and could be exploited

wireshark and inspecting network traffic.

Capturing from eth0

This was discovered by opening

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
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As you can see from this screenshot of Wireshark, this website uses HTTP instead of
HTTPS. This means that the credentials being entered by clients are in plaintext and
vulnerable to Man in the Middle attacks. Due to this, an attacker can just open wireshark,
sit on the network, and collect client credentials.

Il. Rationale behind CVSS Score

The rationale behind this vulnerability’s score is that it is very easy to execute this attack
and it allows the attacker access to sensitive data (client account credentials).

II. How to fix

Configure website to use HTTPS instead of HTTP. This will make it so that traffic is
encrypted with an SSL certificate, which will prevent a man in the middle from being able
to read sensitive data from the traffic being exchanged.



3. Anyone on the network is allowed access to the staging server (CVSS Score: 7)
I.  How this was discovered and could be exploited
When | ran nmap

, | realized that two http services were running:

g n-dns
port for 10.10.@.
65 la

ts (reset)

ttpd 2.4.29 ((Ubunt
7.6pl Ubuntu 4ubunt Ubuntu Linux; protoc

pd 2.4.29 ((Ubuntu))

results at https://

46 seconds

The service running on port 80 is more secure than the one running on port 8001. Port
8001 hosts the staging server. To visit the staging server, you can go to
10.10.0.66/8001. After that, you can click on employee login. Logging in from here is
very simple because it does not matter whether you know the password or not. If you fall
once, the server will tell you that the username needs to be “test” and the password can
be anything.

O & 10.10.0.66:8001/login.php?username=:

bols = Kali Docs ¥ Kali Forums X Kali NetHunter Exploit-DB Google Hacking DB OffSec

Login
Login failed. Staging server username: 'test'

Username

Password

Now, once you get in, you can click on “Future Customer List” and then you get to see a
page that should only be seen by company employees.
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NBN

Corporation

We are Always Watching Them

FOR INTERNAL USE ONLY

SAMPLE DATA

FOR INTERNAL USE ONLY

The sample data could be a placeholder for sensitive information at some point during
staging. For example, a developer might be using their own information as sample data
to test something. Thus, we have found a vulnerability.

Rationale behind CVSS Score

The rationale behind this vulnerability’s score is that it is very easy to execute this attack
and it allows the attacker access to potentially sensitive data (‘SAMPLE DATA”).
However, if best practices are followed, then “SAMPLE DATA” may not have any
sensitive information, which is why the CVSS Score is lower than previous
vulnerabilities.

How to fix

Add a firewall and configure it so that the staging server cannot communicate with
anyone but company employees (as opposed to anyone over the web). Also, | would
recommend putting the staging server on its own separate VM so that it has its own IP.
This will make it so that the entire product does not have a single point of failure. Also,
production will be touched as little as possible this way.



4. In production, the username parameter is vulnerable to XSS attacks (CVSS Score: 6)

How this was discovered and could be exploited

When | got to the login portion of the staging server, | ran zaproxy. Then, | submitted
some input on the website and used zaproxy to fuzz and see if any input indicated a
successful attack:
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Scripting (XSS) Is an attack technique that involves echoing attacker-supplied code into a user's browser instance. A browser instance can be & standard web browser client, or a browser
edded in a software product such as the browser within WinAmp, an RSS reader, or an email chent. The code itself is usually written in HTMUjavaScript, but may also extend to VBScript,
ActlveX, Java, Flash, or any other browser-supported technology
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As you can see, if “<img src=x onerror=prompt()>" is entered into the username field, a
prompt comes up. This indicates that the page is vulnerable to XSS. A man in the middle
could utilise this vulnerability in conjunction with the fact that they can see all traffic to
send phishing links to clients (via an MitM attack).

Rationale behind CVSS Score

The rationale behind this vulnerability’s score is that it is somewhat more difficult to
detect and execute this attack. However, it would allow the attacker to potentially get the
client’s credentials or make them inadvertently download a virus on their computer. The
fact that this attack is somewhat more difficult lowered its CVSS Score, but the impact
still seems significant, which is why the score did not drop below 7.

How to fix
Sanitize the username input once it is received as strictly as possible. Make sure that

any special characters that make it likely that the input is an XSS attack are removed or
neutralized. Also, use CSP as further defense against XSS.



. In staging, the username parameter is vulnerable to SQLi attacks (CVSS Score: 5)

I.  How this was discovered and could be exploited

When | got to the login portion of the website, | ran zaproxy. Then, | submitted some
input on the website and used zaproxy to fuzz and see if any input indicated a
successful attack:
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As you can see, if “admin’ OR 1=1 - " is entered into the username field, then we are
able to execute a successful SQLi attack. Although this is not useful in this case, since
we do not need a password to log in to the staging server, it has the potential to become
a problem. It is possible that an attacker could leak the server’s database through blind
SQL injections. For example, consider this input: "admin' UNION SELECT
IF(SUBSTR((SELECT SCHEMA_NAME FROM information_schema.SCHEMATA LIMIT
1 OFFSET {x}), {y}, 1) = {z}' , SLEEP(5), 0), 2, 3; -- ". If an attacker can automate
sending input like these to the server and iterates over all ascii characters ({z}) that could
be at the y’'th position of the x’th database name, then the attacker could slowly leak the
database names. After that, he could similarly leak table names, column names, and
then finally, what is inside the tables.

Rationale behind CVSS Score

The rationale behind this vulnerability’s score is that it is a lot more difficult to execute
this attack (especially if the goal is to leak the database). However, it would allow the
attacker to potentially get the entire database, which may have more than just the
staging server’s information in it. This increased its score. | left the CVSS Score of this
vulnerability at 5 even through the CVSS Scores of theoretical vulnerabilities should be
low because although this vulnerability has theoretical aspects, the SQLi is shown to
work.



II. How to fix

Use prepared statements with parameterized queries. This helps mitigate SQLi attacks
because the reason SQLi attacks work is because data can be mixed with the code.
Prepared statements keep the data and the code separate and thus help make SQLI
attacks far more difficult.

Conclusion

The goal of this test was to further secure the sensitive data that this company is in possession
of. The targets of this test included all external facing hosts and services, all external facing
Web Apps, and internal network vulnerabilities (if internal network access was achieved).

Here is a summary of my results and their associated risks:

Description of vulnerability CVSS Score

FTP server allows anonymous logins 9
HTTP used for website traffic 8.9
IAnyone on the network is allowed access to the staging server 7
In production, the username parameter is vulnerable to XSS attacks 6
In staging, the username parameter is vulnerable to SQLi attacks 5

Immediate fixes that should be implemented right away are disabling FTP Anonymous



